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« Use the Q and A panel to ask
guestions.

« Use the Chat panel to
communicate with attendees
and panelists.

Welcome to the
4th session of the - Alink to a recording of the

Cisco DevNet session will be sent to all

Webinar Series registered attendees.

- Please take the feedback
survey at the end of the
webinar.
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Before We Get Started

Today’s Presentation:

Difficulty Level: Medium
Recommended Background: CCNA 1 with Coding

CCCCC



Cisco DevNet Series

G Intro to Software & Programmability (Available On-Demand)

e Intro to Coding (Available On-Demand)

e Intent Networks (Available On-Demand)

Fast Lane: Where Code (Apple) Meets Network Infrastructure
(Cisco) — Today!

e APIs with Cisco Spark — 14 December, 9:00 a.m. PST
Register @ hittp://bit.ly/APIsWithSpark
““All Series Details can be Found @ http:/bit.ly/DevNetSeries



http://bit.ly/APIsWithSpark
http://bit.ly/DevNetSeries
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Agenda

- Digital transformation driving programmable networks

- Fast lane technology overview
- Quick overview of Q0S
- Fast lane Technology and demo

- DevNet Fast lane validation labs

- Summary and Opportunities






My Personal Transtformation

Device Drivers - Voice and Video Stacks Web and Cloud
Embedded Systems (Middleware) Applications

“Every next level of your life will demand a different version of you.
Keep Re-Inventing Yourself”

amalegaonkar






Digital transformation needs
an integrated approach
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Where modern apps meet programmable infrastructure

Modern Applications

APIls & Automated Processes

Programmable Infrastructure
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Modern Applications
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Network Location Based Security NetDevOps Multi Cloud
Performance Services
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Network Performance

How can one guarantee
the quality of the modern
app performance?

I
CISCO
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Quality Performance Use Cases

Stadiums B Healthcare Kiosks
Live Updates Doctor Staff Point of Sale
S CReek=ii communications Machines
Reporting Info Kiosks
1 2 5 j
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Customer Example
Hospitals provide Public Wi-Fi and
need to operate business critical apps
with top performance

Key Business Challenges |
Doctors, Nurses, Clinicians require to }
communicate with each other and the
patient devices
Little user intervention required to gain
access
Seamless and consistent experience
on any device and any location




Retall Environment

Retailer provide Public Wi-Fi and need
to operate business critical apps with
top performance

» Retailers are looking to provide new
experiences to shoppers who can do
comparative shopping etc

= Seamless and consistent experience
on any device and any location

Dairy Milk §2.0
ficake Biscuit @ s







VWhat Is Fast Lane

Fast lane enables business applications running on Apple
iOS devices to prioritize their traffic [Quality of Service
(QoS) | when used on Cisco Wi-Fi networks
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Quality of Service (QoS)

“Q0S mechanisms are designed to provide specific
applications with guaranteed or consistent service In the
absence of optimal bandwidth conditions”

There are three key methodologies for implementing QosS:
- Best-Effort

- Integrated Services (IntServ) e
UALITY
- Differentiated Services (DiffServ) ”SERQ SERVOIFCEJ,T
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QoS Refresher - Types

- Best-Effort QoS is essentially no QoS. Traffic is routed on a first-
come, first-served basis. Sensitive traffic is treated no differently
than normal traffic.

- Integrated Services (IntServ) QoS is also known as end-to-end or
hard QoS. IntServ QoS requires an application to signal that it
requires a specific level of service. Every device end-to-end must
support the IntServ QoS protocol(s).

- Differentiated Services (DiffServ) QoS - Traffic types are organized
into specific classes, and then marked to identify their classification.
Policies are then created on a per-hop basis to provide a specific
level of service, depending on the traffic’s classification.







Fast Lane Detalls
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Fast Lane Detalls
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Developers work with DevNet to Fast lane enable to:

. Understand traffic types of their Response time (inms) _
a pp|lCatIOﬂ Packet avg interval: 40ms

Glitches: multiple, up to 600ms
Audio experience:

. Understand the required iOS code |
Changes . With Fast Lane

Packet avg interval: 20ms

Glitches: few, up to 100ms

. Test their application on Cisco Audio experience: afy
Infrastructure — we help
developers validate apps!




Let’s Fast Lane Enable the Cisco Spark App
4 N

The Cisco Spark App does the
following -

- Real-time chat
B - Real-time Voice calls
. Real-time Video calls

. Signaling

. Content upload




Understanding Traffic Types

Real time Interactive Voice

Real time Interactive Video

@ 006G

Best Effort ( Real time Data)

Background ( backups, media uploads etc)
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0OS - Service Types in different Frameworks

You set the service type property by using the following networking
APls:

CFSocketStream kKCFStreamNetworkService Type
NSStream NSStreamNetworkService Type
Stream StreamNetworkServiceType
UDP sockets SO_NETSERVICE_TYPE




Fast Lane Detalls

Cisco or Meraki Switches
4 I Access Point (AP) up-stream
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Demo

Voice @ "‘.

Video @
afrar]e
CISCO.

Fastlane

Best Effort @

Background @
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https://www.youtube.com/watch?v=kTMWNKF-xuA



https://www.youtube.com/watch?v=kTMWNKF-xuA

Bringing it home..

Without Fast Lane With Fast Lane

Poor Connection

The video will resume automatically
when the connection improves

https://devnet.cisco.com/site/fast-lane/
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Fast Lane Validation Program

Fast Lane Validation Lab

asco DevNet R
USGI’ developer.cisco.com . .

v
Feedback . :
Fast lane verified apps Cisco Marketplace
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DevNet Fast Lane Validation Lab

The goal of this lab is to do the following:

- Validate if your app running on an i0OS 10 device honors the Fast
lane profile as well as checks with and without the application name
being configured(apps in the list get QoS, apps outside the list are
treated as Best Effort).

- Test for the validity of the traffic generated by the app to the actual
tag that is marked on the traffic flow.

- Improve user experience (performance) of your app. Check for
fewer drops and lower latency in a congested network.



Veritying QoS - Whitelist Traffic

Receiver address: CiscoInc_99:1b:7d (b8:38:61:99:1b:7d)

Receiver address: CiscoInc_99:1b:7d (b8:38:61:99:1b:7d)

Transmitter address: Apple ae:dc:c6 (78:97:78:ae:dc:cB)

Transmitter address: Apple_ae:dc:c6 (78:9f:78:ae:dc:cB)
Source address: Apple_ae:dc:ce (/e:9T:/@:ae:idcich)

Source address: Apple_ae:dc:ch (78:9f:78:ae:dc:ck)

BSS Id: CiscoInc_99:1b:7d (b8:38:61:99:1b:7d) BSS Id: CiscoInc_99:1b:7d (b8:38:61:99:1b:7d)
STA address: Apple_ae:dc:cé (78:9f:78:ae:dc:ce) STA address: Apple_ae:dc:c6 (78:9f:78:ae:dc:cB)
ceee . . 2888 = Fragment number: @ iess eeas .... BBBB = Fragment number: @
a18e 1111 @l11e .... = Sequence number: 1278 1989 1184 @181 .... = Sequence number: 2245
> Frame check sequence: 8xBe84873a [correct] > Frame check sequence: @xf7e43280 [correct]
4 Qos Control: ex@e86 4 Qos Control: @x8ees
. Bll@ = TID: & sews seas w... 8181 = TID: 5
[ewee wunne wuu. L1108 =[ Priority: Voice (Voice) (6)] ] [eees sune wuw. L1081 { Priority: Video (Video) (5)]]
wa sass w..® ... = Q05 bit 4: Bits 8-15 of QoS Control field are TXOP Duration Requested iees wew. ...® ... = Qo0S bit 4: Bits 8-15 of QoS Control field are TXOP Duration Reguested
.88, .... = Ack Policy: Neormal Ack (@x@eea) cewn wee. B8, ... = Ack Policy: Normal Ack (@x@e8e)
P - T = Payload Type: MSDU vevs wee. B, .... = Payload Type: MSDU
2008 Beee . ... . = TXOP Duration Requested: @ (no TXOP requested) @008 0888 .... .... = TXOP Duration Requested: @ (no TXOP regquested)
> Logical-Link Control > Logical-Link Control
4 Internet Protocol Version 4, Src: 192.168.2.82, Dst: 192.168.2.83 4 Internet Protocol Version 4, Src: 192.168.2.82, Dst: 192.168.2.83
818a .... = Version: 4 8188 .... = Version: 4
. 8181 = Header Length: 28 bytes v... 8181 = Header Length: 28 bytes

» Differentiated Services Field: @xb8 [(DSCP: EF PHB,| ECN: Not-ECT) > Differentiated Services Field: @88 [[DSCP: AF41,| ECN: Not-ECT)

Stations do mark upstream traffic, at Layer 2 and Layer 3.



Veritying Traffic - non Fast Lane Tratffic

Receiver address: CiscoInc_99:1b:7d (b8:38:61:99:1b:7d) Receiver address: CiscoInc_99:1b:7d (b8:38:61:99:1b:7d)
Destination address: Apple ae:dc:ch (78:97:7@:ae:dc:cE) Destination address: Apple d9:ea:83 (d@:@3:4b:d9:ea:83)
( Transmitter address: Apple_dS:ea:83 (d@:83:4b:d9:ea:83) | [ Transmitter address: Apple ae:dc:c6 (78:9f:7@:me:dc:c6) |
Source address: Apple_d9:ea:83 (d@:83:4b:d9:ea:83) Source address: Apple ae:dc:ch (78:9f:78:ae:dc:ch)
B55 Id: CiscoInc_99:1b:7d (bB:38:61:99:1b:7d) BSS Id: CiscoInc_99:1b:7d (b8:38:61:99:1b:7d)
STA address: Apple_d9:ea:83 (d@:@3:4b:d%:ea:83) STA address: Apple_ae:dc:cé (78:9f:7@:ae:dc:c6)

. 8888 = Fragment number: @ . 8888 = Fragment number: @

1118 1811 1188 .... = Sequence number: 3772 22688 9111 1181 .... = Sequence number: 125

> Frame check sequence: Bx2635a3343 [correct] : Bxfaeedldc [correct]
ll Qos Control: @xee68 l

4 Qos Control: @x@e8e

T oeew = TID: @ = TID: @
[sese suss wuu. .@808 = Priority: Best Effort (Best Effort) (8)] [eewe wuus wuu. .880@ = Priority: Best Effort (Best Effort) (@)]
...® .... = QoS bit 4: Bits 8-15 of QoS Control field are TXOP Duration Requested wawe wese 22.® .... = QoS bit 4: Bits 8-15 of QoS Control field are TXOP Duration Requested
.88, .... = Ack Policy: Normal Ack (@x@888) weee wee. BB, ... = Ack Policy: Normal Ack (8x@2ea)
@... .... = Payload Type: MSDU @... .... = Payload Type: MSDU

2080 @888 .... .... = TXOP Duration Requested: @ (no TXOP requested) /6600 PEBO . ...

= TXOP Duration Requested: @ (no TXOP requested)
> Logical-Link Control > Logical-Link Control
4 Internet Protocol Version 4, Src: 192.168.2.83, Dst: 192.168.2.82 4 Internet Protocol Version 4, Src: 192.168.2.82, Dst: 192.168.2.83
@1ee .... = Version: 4 @lea .... = Version: 4
. 8181 = Header Length: 28 bytes v... 8181 = Header Length: 2@ bytes
» Differentiated Services Field: ex@a ECN: Not-ECT) > Differentiated Services Field: M& ECN: Not-ECT)

Stations do not mark upstream traffic, at Layer 2 or Layer 3.






Careers where Fast Lane technology Is relevant

9 9 0 0
11 ]

App Developer Network Admin Mobile Device Mgr. Informed End User
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Summary

- Fast lane enables business applications
running on Apple i0OS devices to prioritize
their traffic [Quality of Service (QoS) ] when [ N

used on Cisco Wi-FiI networks 990
([ ]

- Simple setup on Cisco networks, turned on
by default in Meraki. \_ J

0000
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- DevNet has validation Labs where any App
developer or company can validate their app
for free.

- DevNet has experts who are willing to
consult you to enable your i0OS app

N



Next Steps

» Join DevNet Now |

https://developer.cisco.com

» LLearn more about Fast Lane at
https://devnet.cisco.com/site/fast-lane/

» Coming Soon! NetAcad Emerging Technology Workshop

Using Spark REST APIs
https://netacad.com
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