
Networking Essentials - Chapter 1, Ever Wonder How It Works?
Page NICE NGSS ITEA DODEA CCT Standard Network+ Standard
Section 1.0 Introduction
1.0.1 Welcome
1.0.1.1 Ever Wonder How It Works? HS-ETS1-3. ITEA.7. IT-NET 1
1.0.1.2 Objectives IT-NET 1

Section 1.1 Communicating In a Connected World

1.1.1 What is the Network?

1.1.1.1 Video - Are You Online? HS-ETS1-3. ITEA.1.

IT-NET 1
CCR.ELA-

Literacy.RST.11-
12.7.

1.1.1.2 Who Owns “The Internet”? HS-ETS1-3. ITEA.1. IT-NET 1
1.1.1.3 Local Networks HS-ETS1-3. ITEA.1. IT-NET 1
1.1.1.4 Making the Connections HS-ETS1-3. ITEA.1. IT-NET 1
1.1.2 Transmitting Data on the Network
1.1.2.1 What Exactly is Data? HS-ETS1-3. ITEA.2. IT-NET 1

1.1.2.2 Activity - The Mighty Bit HS-ETS1-4. ITEA.2.

IT-NET 1
CCR.ELA-

Literacy.RST.11-
12.4.

1.1.2.3 Getting Bits Moving K0001 HS-PS4-2. ITEA.2. IT-NET 1

3.10 Use the OSI and TCP/IP models 
and their associated protocols to explain 
how data flows
in a network

5.1 Analyze a scenario and determine the 
corresponding OSI layer.

1.1.3 It's All About the Speed

1.1.3.1 Measuring Bandwidth K0050 HS-PS4-1. ITEA.3.
ITEA.16. IT-NET 1 2.3 Determine the current mode of the 

device
2.2 Given a scenario, analyze metrics and reports 
from monitoring and tracking performance tools

1.1.3.2 Measuring Throughput K0050 HS-PS4-1. ITEA.3.
ITEA.16. IT-NET 1 2.3 Determine the current mode of the 

device
2.2 Given a scenario, analyze metrics and reports 
from monitoring and tracking performance tools

1.1.3.3 Activity - Identify Appropriate Definition HS-ETS1-4. ITEA.3.
ITEA.16.

CCR.ELA-
Literacy.RST.11-

12.4.
Section 1.2 Local Networks
1.2.1 Network Components

1.2.1.1 Clients and Servers T0722 HS-PS4-5. ITEA.2. IT-NET 1 1.5 Identify and describe the commonly 
used components

1.6 Differentiate between common network 
topologies

1.2.1.2 Multiple Roles in the Network T0722 HS-ETS1-3. ITEA.2. IT-NET 1

3.1 Describe in general terms the basic 
functionality and key differences for the 
following hardware: LAN switch, router, 
modem, and wireless access points

1.3 Install and configure the following networking 
services/applications
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1.2.1.3 Activity - Network Components HS-ETS1-4. ITEA.2.
CCR.ELA-

Literacy.RST.11-
12.4.

1.2.2 Building Blocks of a Network

1.2.2.1 Network Infrastructure T0722 HS-PS4-5. ITEA.1. IT-NET 1 1.5 Identify and describe the commonly 
used components

1.1 Explain the functions and applications of various 
network devices

1.2.2.2 End Devices T0722 HS-PS4-5. ITEA.1. IT-NET 1

1.3 Identify Cisco products by logo 
marking and model number (including, 
but not limited to, locations on chassis, 
line card, module, or adapter)

1.1 Explain the functions and applications of various 
network devices

Section 1.3 Building a Simple Network
1.3.1 Peer-to-Peer Networking

1.3.1.1 What Does Peer-to-Peer mean? K0486 HS-ETS1-3. ITEA.2. IT-NET 1

3.1 Describe in general terms the basic 
functionality and key differences for the 
following hardware: LAN switch, router, 
modem, and wireless access points

1.6 Differentiate between common network 
topologies.

1.3.1.2 Activity- Identify the Appropriate Role HS-ETS1-4. ITEA.2. IT-NET 1
1.3.1 Does It Work?

1.3.2.1 Using the Ping Command K0129 HS-ETS1-3. ITEA.2. IT-NET 1 3.9 Describe what ping does 4.2 Given a scenario, analyze and interpret the
output of troubleshooting tools.

1.3.2.2 Following the Path K0129 HS-ETS1-3. ITEA.2. IT-NET 1 4.3 Locate and use the Windows 
command prompt

4.2 Given a scenario, analyze and interpret the
output of troubleshooting tools.

1.3.2.3 Lab - Building a Simple Network HS-ETS1-4. ITEA.2.

IT-NET 1
CCR.ELA-

Literacy.RST.11-
12.3.

1.3.2.4 Lab – Tracing Internet Connectivity HS-ETS1-4. ITEA.2.

IT-NET 1
CCR.ELA-

Literacy.RST.11-
12.3.

Section 1.4 Summary
1.4.1 Conclusion
1.4.1.1 Ever Wonder How It Works? K0565 IT-NET 1
Chapter 1: Terms and Concept Practice
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Networking Essentials - Chapter 2, Networks In Our Daily Lives
Page NICE NGSS ITEA DODEA CCT Routing and Switching Network+
Section 2.0 Introduction
2.0.1 Welcome

2.0.1.1 Networks In Our Daily Lives T0722 HS-ETS1-3. ITEA.2. IT-NET 3
3.10 Use the OSI and TCP/IP models and their 
associated protocols to explain how data flows 
in a network

5.2 Explain the basics of network theory and concepts.

2.0.1.2 Chapter Objectives IT-NET 3
Section 2.1 Getting Online
2.1.1 Networks are Everywhere

2.1.1.1 Mobile Telephones K0108 HS-PS4-5. ITEA.13. IT-NET 3

1.4 Identify and locate the serial number of 
Cisco products (including, but not limited to, 
locations on chassis, line card, module, or 
adapter)

2.7 Install and configure wireless LAN infrastructure and 
implement the
appropriate technologies in support of wireless capable 
devices.

2.1.1.2 Sending Data over Cell Phone Networks K0108 HS-PS4-5. ITEA.13. IT-NET 3
3.10 Use the OSI and TCP/IP models and their 
associated protocols to explain how data flows 
in a network

5.1 Analyze a scenario and determine the corresponding 
OSI layer.

2.1.1.3 Different Types of Networks K0108 HS-PS4-2. ITEA.13. IT-NET 3
3.10 Use the OSI and TCP/IP models and their 
associated protocols to explain how data flows 
in a network

1.4 Explain the characteristics and benefits of various 
WAN technologies.

2.1.1.4 Activity - Network Type and Applications HS-ETS1-4. ITEA.13.

IT-NET 3
CCR.ELA-

Literacy.RST.11-
12.4.

2.1.2 Local Network Connections

2.1.2.1 Networking Components T0722 HS-PS4-5.
ITEA.2.
ITEA.9.

IT-NET 3

3.1 Describe in general terms the basic 
functionality and key differences for the 
following hardware: LAN switch, router, 
modem, and wireless access points

1.1 Explain the functions and applications of various 
network devices.

2.1.2.2 Activity - Identify the Network 
Components

HS-ETS1-4.

IT-NET 3
CCR.ELA-

Literacy.RST.11-
12.4.

2.1.2.3 Connecting End-User Devices T0037 HS-PS4-5. ITEA.13. IT-NET 3 1.5 Identify and describe the commonly used com
1.5 Install and properly terminate various cable types
and connectors using appropriate tools.

2.1.2.4 Manual and Automatic Address 
Assignment

K0489 HS-ETS1-2. ITEA.12. IT-NET 3
3.10 Use the OSI and TCP/IP models and their 
associated protocols to explain how data flows 
in a network

1.8 Given a scenario, implement and configure the
appropriate addressing schema.

2.1.2.5 Lab - Determining the IP Address 
Configuration of a Computer

HS-ETS1-4. ITEA.12.

IT-NET 3
CCR.ELA-

Literacy.RST.11-
12.3.

Section 2.2 Other Network Considerations
2.2.1 Keeping Track of it All

2.2.1.1 Device Names and Address Planning T0722 HS-PS4-5. ITEA.12. IT-NET 3
3.10 Use the OSI and TCP/IP models and their 
associated protocols to explain how data flows 
in a network

1.8 Given a scenario, implement and configure the
appropriate addressing schema.
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2.2.1.2 Network Topologies and Representations K0489 HS-ETS1-2. ITEA.12. IT-NET 3 1.5 Identify and describe the commonly used com
1.6 Differentiate between common network topologies.

2.2.1.3 Logical Network Information K0489 HS-ETS1-2. ITEA.12. IT-NET 3 4.6 Connect, configure, and verify operation stat     
1.12 Given a set of requirements, implement a basic 
network.

Section 2.3 Cabling and Media
2.3.1 Types of Network Media

2.3.1.1 What We Mean by Network Media K0486 HS-ETS1-2. ITEA.17. IT-NET 3 1.2 Identify the cabling on Cisco equipment
1.5 Install and properly terminate various cable types
and connectors using appropriate tools.

2.3.1.2 Common Network Cables K0486 HS-ETS1-2. ITEA.17. IT-NET 3 1.2 Identify the cabling on Cisco equipment
1.5 Install and properly terminate various cable types
and connectors using appropriate tools.

2.3.2 Ethernet Cabling

2.3.2.1 Twisted-Pair Cables K0486 HS-PS4-2. ITEA.17. IT-NET 3 1.2 Identify the cabling on Cisco equipment
1.5 Install and properly terminate various cable types
and connectors using appropriate tools.

2.3.2.2 Types of Twisted-Pair Cables K0486 HS-PS4-2. ITEA.17. IT-NET 3 1.2 Identify the cabling on Cisco equipment
1.5 Install and properly terminate various cable types
and connectors using appropriate tools.

2.3.3 Other Types of Network Cabling

2.3.3.1 Cable TV and Satellite Cables K0486 HS-ETS1-2. ITEA.17. IT-NET 3 1.2 Identify the cabling on Cisco equipment
1.5 Install and properly terminate various cable types
and connectors using appropriate tools.

2.3.3.2 Fiber-Optic Cables K0486 HS-PS4-2. ITEA.17. IT-NET 3 1.2 Identify the cabling on Cisco equipment
1.5 Install and properly terminate various cable types
and connectors using appropriate tools.

2.3.3.3 Activity - Is Fiber the Best Choice? HS-ETS1-4. ITEA.17.

IT-NET 3
CCR.ELA-

Literacy.RST.11-
12.4.

2.3.4 Working with UTP Cabling

2.3.4.1 Do the Colors Matter? K0486 HS-ETS1-2. ITEA.17. IT-NET 3 1.2 Identify the cabling on Cisco equipment
4.4 Given a scenario, troubleshoot and resolve common 
copper cable issues.

2.3.4.2 Sending Data on UTP Cabling K0486 HS-ETS1-2. ITEA.17. IT-NET 3 1.2 Identify the cabling on Cisco equipment
1.5 Install and properly terminate various cable types
and connectors using appropriate tools.

2.3.4.3 Lab Activity – Building an Ethernet 
Crossover Cable

HS-ETS1-4. ITEA.17.

IT-NET 3
CCR.ELA-

Literacy.RST.11-
12.3.

2.3.4.4 Activity - Networking Terms HS-ETS1-4. ITEA.17.

IT-NET 3
CCR.ELA-

Literacy.RST.11-
12.4.

Section 2.4 Summary
2.4.1 Conclusion

2.4.1.1 Networks in Our Daily Lives T0722 IT-NET 3
3.10 Use the OSI and TCP/IP models and their 
associated protocols to explain how data flows 
in a network

5.2 Explain the basics of network theory and concepts.

Chapter 2: Terms and Concept Practice
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Networking Essentials - Chapter 3, Communicating on a Local Network
Page NICE NGSS ITEA DODEA CCT Standard Network+ Standard
Section 3.0 Introduction
3.0.1 Welcome

3.0.1.1 Communicating on a Local Network HS-ETS1-3. IT-NET 2 1.6 Differentiate between common network topologies

3.0.1.2 Objectives IT-NET 2
Section 3.1 Principles of Communications
3.1.1 Establishing the Rules
3.1.1.1 The Three Elements K0491 HS-ETS1-2. ITEA.2. IT-NET 2 3.0 General Networking Knowledge

3.1.1.2 Communication Protocols K0174 HS-ETS1-2. ITEA.2. IT-NET 2
3.10 Use the OSI and TCP/IP models and their 
associated protocols to explain how data flows in a 
network

5.9 Compare and contrast the following ports and 
protocols

3.1.1.3 Why Protocols Matter K0174 HS-ETS1-2. ITEA.2. IT-NET 2 3.0 General Networking Knowledge
3.1.2 So Who Makes the Rules?

3.1.2.1 The Internet and Standards T0131 HS-ETS1-1. ITEA.7. IT-NET 2

3.10 Use the OSI and TCP/IP models and their 
associated protocols to explain how data flows in a 
network

5.1 Analyze a scenario and determine the corresponding 
OSI layer

3.1.2.2 Network Standards Organizations T0131 HS-ETS1-1. ITEA.7. IT-NET 2
3.10 Use the OSI and TCP/IP models and their 
associated protocols to explain how data flows in a 
network

3.1.2.2 Network Standards Organizations

3.1.3 Visualizing How Protocols Work

3.1.3.1 Stacking Them Up K0174 HS-PS4-5. ITEA.7. IT-NET 2
5.1 Analyze a scenario and determine the corresponding 
OSI layer

3.1.3.2 Using a Layered Model K0061 HS-ETS1-2. ITEA.7. IT-NET 2
3.10 Use the OSI and TCP/IP models and their 
associated protocols to explain how data flows in a 
network

5.1 Analyze a scenario and determine the corresponding 
OSI layer

3.1.3.3 Different Types of Network Models K0179 HS-ETS1-2. ITEA.7. IT-NET 2
3.11 Identify and correct common network problems 
at Layers 1 and 2

5.1 Analyze a scenario and determine the corresponding 
OSI layer

3.1.3.4 Activity - Math Protocol Terms to 
Definitions

ITEA.7.

IT-NET 2
CCR.ELA-

Literacy.RST.11-
12.4.

Section 3.2 Talking the Language of Networking
3.2.1 Working with the OSI Model

3.2.1.1 Dividing the Tasks K0179 HS-ETS1-2. ITEA.7. IT-NET 2
3.10 Use the OSI and TCP/IP models and their 
associated protocols to explain how data flows in a 
network

5.1 Analyze a scenario and determine the corresponding 
OSI layer

3.2.1.2 Comparing the OSI and TCP Models K0061 HS-PS4-2. ITEA.7. IT-NET 2
3.10 Use the OSI and TCP/IP models and their 
associated protocols to explain how data flows in a 
network

5.1 Analyze a scenario and determine the corresponding 
OSI layer

3.2.2 Protocols for Wired Networks

3.2.2.1 Why Ethernet? K0179 HS-ETS1-2. ITEA.2. IT-NET 2
3.3 Differentiate between these Layer 2 technologies: 
Ethernet, Fast Ethernet, Gigabit
Ethernet, Serial, ATM, ISDN, DSL, Optical, and etc.

5.4 Given a scenario, deploy the appropriate wired 
connectivity standard
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3.2.2.2 Ethernet is Constantly Evolving K0300 HS-ETS1-2. ITEA.2. IT-NET 2
3.3 Differentiate between these Layer 2 technologies: 
Ethernet, Fast Ethernet, Gigabit
Ethernet, Serial, ATM, ISDN, DSL, Optical, and etc.

5.4 Given a scenario, deploy the appropriate wired 
connectivity standard

3.2.2.3 Ethernet Addressing K0300 HS-ETS1-2. ITEA.2. IT-NET 2
3.3 Differentiate between these Layer 2 technologies: 
Ethernet, Fast Ethernet, Gigabit
Ethernet, Serial, ATM, ISDN, DSL, Optical, and etc.

1.8 Given a scenario, implement and configure the 
appropriate addressing schema

3.2.2.4 Lab – Determine the MAC Address of a 
Host

ITEA.2.

IT-NET 2
CCR.ELA-

Literacy.RST.11-
12.3.

Section 3.3 Upgrade and Configure a Computer
3.3.1 Preparing Data for Transmission

3.3.1.1 Encapsulation K0011 HS-ETS1-2. ITEA.9. IT-NET 2
3.10 Use the OSI and TCP/IP models and their 
associated protocols to explain how data flows in a 
network

5.2.1 Explain the basics of network theory and concept

3.3.1.2 Framing the Message K0011 HS-PS4-5. ITEA.9. IT-NET 2
3.10 Use the OSI and TCP/IP models and their 
associated protocols to explain how data flows in a 
network

5.2.1 Explain the basics of network theory and concept

3.3.1.3 Activity - Build an Ethernet Frame HS-ETS1-2. ITEA.9.

IT-NET 2
CCR.ELA-

Literacy.RST.11-
12.4.

3.3.2 The Building Blocks of Ethernet Networks

3.3.2.1 Why Networks Need Hierarchical Design K0179 HS-ETS1-2. ITEA.9. IT-NET 2
3.3 Differentiate between these Layer 2 technologies: 
Ethernet, Fast Ethernet, Gigabit
Ethernet, Serial, ATM, ISDN, DSL, Optical, and etc.

2.4.34 Explain the importance of implementing network 
segmentation

3.3.2.2 Benefits of a Hierarchical Design K0179 HS-ETS1-2. ITEA.9. IT-NET 2
3.3 Differentiate between these Layer 2 technologies: 
Ethernet, Fast Ethernet, Gigabit
Ethernet, Serial, ATM, ISDN, DSL, Optical, and etc.

2.4 Explain the importance of implementing network 
segmentation

3.3.3 Logical Addressing

3.3.3.1 Physical & Logical Addresses K0011 HS-ETS1-2. ITEA.2. IT-NET 2
3.2 Describe what an IP address and subnet is

3.3.3.2 Lab – View Wireless and Wired NIC 
Information

HS-ETS1-2. ITEA.2.

IT-NET 2
CCR.ELA-

Literacy.RST.11-
12.3.

Section 3.4 How are Networks Built?
3.4.1 Starting with a Good Design

3.4.1.1 Access, Distribution and Core K0300 HS-ETS1-2. ITEA.2. IT-NET 2
3.3 Differentiate between these Layer 2 technologies: 
Ethernet, Fast Ethernet, Gigabit
Ethernet, Serial, ATM, ISDN, DSL, Optical, and etc.

3.4.1.2 Access Layer Devices K0011 HS-ETS1-2. ITEA.2. IT-NET 2
3.3 Differentiate between these Layer 2 technologies: 
Ethernet, Fast Ethernet, Gigabit
Ethernet, Serial, ATM, ISDN, DSL, Optical, and etc.

3.4.1.3 Ethernet Hubs K0011 HS-ETS1-2. ITEA.2. IT-NET 2
3.3 Differentiate between these Layer 2 technologies: 
Ethernet, Fast Ethernet, Gigabit
Ethernet, Serial, ATM, ISDN, DSL, Optical, and etc.

3.4.2 Building a Better Access Layer
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3.4.2.1 Ethernet Switches K0011 HS-ETS1-2. ITEA.2. IT-NET 2

3.1 Describe in general terms the basic functionality 
and key differences for the following
hardware: LAN switch, router, modem, and wireless 
access points

3.4.2.2 MAC Address Tables K0011 HS-ETS1-2. ITEA.2. IT-NET 2

3.1 Describe in general terms the basic functionality 
and key differences for the following
hardware: LAN switch, router, modem, and wireless 
access points

3.4.3 Containing Broadcasts

3.4.3.1 What are Broadcasts Anyway? K0221 HS-PS4-5. ITEA.2. IT-NET 2
3.2 Describe what an IP address and subnet is

3.4.3.2 Broadcast Domains K0221 HS-PS4-5. ITEA.2. IT-NET 2
3.2 Describe what an IP address and subnet is

3.4.3.3 Communicating at the Access Layer K0221 HS-PS4-5. ITEA.2. IT-NET 2
3.2 Describe what an IP address and subnet is

3.4.3.4 How ARP Works K0221 HS-PS4-5. ITEA.2. IT-NET 2
3.2 Describe what an IP address and subnet is

3.4.3.5 Lab – Address Resolution Protocol (ARP) HS-PS4-5. ITEA.2.

IT-NET 2
CCR.ELA-

Literacy.RST.11-
12.3.

3.4.4 Distributing Messages to Other Networks ITEA.2.

3.4.4.1 Dividing the Local Network K0179 HS-ETS1-2. ITEA.2. IT-NET 2
3.2 Describe what an IP address and subnet is

1.9 Explain the basics of routing concepts and protocols.

3.4.4.2 Now We Need Routing K0491 HS-ETS1-2. ITEA.2. IT-NET 2
3.2 Describe what an IP address and subnet is

 

3.4.4.3 Lab – IPv4 Addresses and Network 
Communication

HS-ETS1-4. ITEA.2.

IT-NET 2
CCR.ELA-

Literacy.RST.11-
12.3.

Section 3.5 Routing Across Networks
3.5.1 Keeping a Table

3.5.1.1 Selecting a Path K0179 HS-ETS1-2. ITEA.11. IT-NET 2

3.1 Describe in general terms the basic functionality 
and key differences for the following
hardware: LAN switch, router, modem, and wireless 
access points

1.9.4-5 Explain the basics of routing concepts and 
protocols.

3.5.1.2 Building the Tables K0011 HS-ETS1-2. ITEA.11. IT-NET 2

3.1 Describe in general terms the basic functionality 
and key differences for the following
hardware: LAN switch, router, modem, and wireless 
access points

1.9.3 Explain the basics of routing concepts and 
protocols.

3.5.1.3 How Routers Use Tables K0011 HS-ETS1-2. ITEA.11. IT-NET 2

3.1 Describe in general terms the basic functionality 
and key differences for the following
hardware: LAN switch, router, modem, and wireless 
access points

1.9.3 Explain the basics of routing concepts and 
protocols.

3.5.1.4 Sending to Remote Networks K0011 HS-ETS1-2. ITEA.11. IT-NET 2

3.10 Use the OSI and TCP/IP models and their 
associated protocols to explain how data flows
in a network

1.9.9 Explain the basics of routing concepts and 
protocols.
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3.5.1.5 Activity - Selecting the Default Gateway HS-ETS1-4. ITEA.11.

IT-NET 2
CCR.ELA-

Literacy.RST.11-
12.4.

3.5.2 Creating a LAN

3.5.2.1 Local Area Networks K0179 HS-ETS1-2. ITEA.11. IT-NET 2
3.2 Describe what an IP address and subnet is 1.7.3 Differentiate between network infrastructure 

implementations.

3.5.2.2 Activity - How Many Local Networks? HS-ETS1-4. ITEA.11.

IT-NET 2
CCR.ELA-

Literacy.RST.11-
12.7.

3.5.2.3 Assigning Hosts to a LAN S0041 HS-ETS1-2. ITEA.11. IT-NET 2
3.2 Describe what an IP address and subnet is 1.12 Given a set of requirements, implement a basic 

network.

3.5.2.4 Packet Tracer - Learn to Use Packet Tracer HS-ETS1-4. ITEA.11.

IT-NET 2
CCR.ELA-

Literacy.RST.11-
12.9.

3.5.2.5 Lab – Connect to a Wireless Router HS-ETS1-4. ITEA.11.

IT-NET 2
CCR.ELA-

Literacy.RST.11-
12.3.

Section 3.6 Summary
3.6.1 Conclusion

3.6.1.1 Communicating on a Local Network K0179 IT-NET 2
3.3 Differentiate between these Layer 2 technologies: 
Ethernet, Fast Ethernet, Gigabit Ethernet, Serial, ATM, 
ISDN, DSL, Optical, and etc.

1.6 Differentiate between common network topologies

Chapter 3: Terms and Concept Practice
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 Networking Essentials - Chapter 4, Network Addressing
Page NICE NGSS ITEA DODEA CCT Standard Network+ Standard
Section 4.0 Network Addressing
4.0.1.1 Welcome

4.0.1.1 Network Addressing K0300 IT-NET 3 3.2 Describe what an IP address and subnet is 1.8.1-3 Given a scenario, implement and configure the 
appropriate addressing schema.

4.0.1.2 Objectives K0300 IT-NET 3
Section 4.1 IPv4 Addresses and Subnet Masks
4.1.1 Purpose of the IPv4 Address

4.1.1.1 What is an IPv4 Address? K0417 HS-ETS1-1. ITEA.11.P IT-NET 3 3.2 Describe what an IP address and subnet is 1.8.2 Given a scenario, implement and configure the 
appropriate addressing schema.

4.1.1.2 Packet Tracer – Connecting to a Web Server HS-ETS1-4. ITEA.11.P

IT-NET 3
CCR.ELA-

Literacy.RST.11-
12.9.

4.1.2 IPv4 Address Structure

4.1.2.1 IPv4 Addressing K0417 HS-ETS1-2. ITEA.11.P IT-NET 3 3.2 Describe what an IP address and subnet is 1.8 Given a scenario, implement and configure the 
appropriate addressing schema.

4.1.2.2 Binary to Decimal K0254 HS-ETS1-2. ITEA.11.P IT-NET 3
4.1.2.3 The Binary Game K0254 HS-ETS1-2. ITEA.11.P IT-NET 3
4.1.3 Parts of an IPv4 Address

4.1.3.1 Networks and Hosts K0300 HS-ETS1-2. ITEA.11.P IT-NET 3 3.2 Describe what an IP address and subnet is 1.8 Given a scenario, implement and configure the 
appropriate addressing schema.

4.1.3.2 Activity - Network Addresses HS-ETS1-4. ITEA.11.P

IT-NET 3
CCR.ELA-

Literacy.RST.11-
12.4.

4.1.4 How IP Addresses and Subnet Masks Interact

4.1.4.1 Logical AND K0300 HS-ETS1-2. ITEA.11.P IT-NET 3

4.1.4.2 Are You on My Network? K0452 HS-ETS1-2. ITEA.11.P IT-NET 3 3.2 Describe what an IP address and subnet is 1.7 Differentiate between network infrastructure 
implementations.

4.1.4.3 Subnet Masks K0300 HS-ETS1-2. ITEA.11.P IT-NET 3 3.2 Describe what an IP address and subnet is 1.8.2 Given a scenario, implement and configure the 
appropriate addressing schema.

4.1.4.4 Worksheet – Using Windows Calculator for 
Binary Conversions

ITEA.11.P

IT-NET 3
CCR.ELA-

Literacy.WHST.1
1-12.7.

Section 4.2 Types of IPv4 Addresses
4.2.1 IPv4 Address Classes and Default Subnet 
Masks

4.2.1.1 Classful and Classless Addressing K0417 HS-ETS1-2. ITEA.11.P IT-NET 3 3.2 Describe what an IP address and subnet is 1.8.2 Given a scenario, implement and configure the 
appropriate addressing schema.

4.2.1.2 Video - Classful IPv4 Addressing K0417 HS-ETS1-2. ITEA.11.P

IT-NET 3
CCR.ELA-

Literacy.WHST.1
1-12.7.

4.2.2 Public and Private IPv4 Addresses
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4.2.2.1 Private IPv4 Addressing K0452 HS-ETS1-2. ITEA.11.P IT-NET 3 3.2 Describe what an IP address and subnet is 1.8.2 Given a scenario, implement and configure the 
appropriate addressing schema.

4.2.2.2 Assignment of IPv4 Addresses K0452 HS-ETS1-2. ITEA.11.P IT-NET 3 3.2 Describe what an IP address and subnet is 1.8.2 Given a scenario, implement and configure the 
appropriate addressing schema.

4.2.2.3 Activity - Public or Private? HS-ETS1-4. ITEA.11.P

IT-NET 3
CCR.ELA-

Literacy.RST.11-
12.4.

4.2.3 Unicast, Broadcast, and Multicast Addresses

4.2.3.1 Unicast Transmission K0452 HS-PS4-5.
ITEA.2.

ITEA.17.
IT-NET 3 3.2 Describe what an IP address and subnet is 1.8.7 Given a scenario, implement and configure the 

appropriate addressing schema.

4.2.3.2 Broadcast Transmission K0452 HS-PS4-5.
ITEA.2.

ITEA.17.
IT-NET 3 3.2 Describe what an IP address and subnet is 1.8.8 Given a scenario, implement and configure the 

appropriate addressing schema.

4.2.3.3 Multicast Transmission K0452 HS-PS4-5.
ITEA.2.

ITEA.17.
IT-NET 3 3.2 Describe what an IP address and subnet is 1.8.6 Given a scenario, implement and configure the 

appropriate addressing schema.

4.2.3.4 Activity - Who Gets This Message? HS-ETS1-4.
ITEA.2.

ITEA.17.

IT-NET 3
CCR.ELA-

Literacy.WHST.1
1-12.7.

Section 4.3 How IPv4 Addresses are Obtained
4.3.1 Static and Dynamic Address Assignment

4.3.1.1 Assigning Addresses K0452 HS-ETS1-2.
ITEA.2.

ITEA.17.
IT-NET 3 3.2 Describe what an IP address and subnet is 1.8.2 Given a scenario, implement and configure the 

appropriate addressing schema.

4.3.1.2 Dynamic IPv4 Address Assignment K0452 HS-ETS1-2.
ITEA.2.

ITEA.17.
IT-NET 3 3.2 Describe what an IP address and subnet is 1.8.2 Given a scenario, implement and configure the 

appropriate addressing schema.
4.3.2 DHCP Servers

4.3.2.1 Where Do DHCP Addresses Come From? K0452 HS-ETS1-2.
ITEA.2.

ITEA.17.
IT-NET 3 3.2 Describe what an IP address and subnet is 1.3.1 Install and configure the following networking 

services/applications.
4.3.3 Configuring DHCP

4.3.3.1 How Does IPv4 DHCP Work? K0452 HS-ETS1-2.
ITEA.2.

ITEA.17.
IT-NET 3 3.2 Describe what an IP address and subnet is 1.3.1 Install and configure the following networking 

services/applications.

4.3.3.2 DHCP Service Configuration K0452 HS-ETS1-2.
ITEA.2.

ITEA.17.
IT-NET 3 3.2 Describe what an IP address and subnet is 1.3.1 Install and configure the following networking 

services/applications.

4.3.3.3 Packet Tracer – Configure DHCP on a 
Wireless Router

HS-ETS1-4.
ITEA.2.

ITEA.17.

IT-NET 3
CCR.ELA-

Literacy.RST.11-
12.9.

Section 4.4 IPv4 Address Management
4.4.1 Network Boundaries and Address Space

4.4.1.1 Gateways to Other Networks K0061 HS-ETS1-2.
ITEA.2.

ITEA.17.
IT-NET 3 3.2 Describe what an IP address and subnet is 1.9 Explain the basics of routing concepts and protocols.

4.4.2 Address Assignment

4.4.2.1 Who is on the Inside? K0300 HS-ETS1-2.
ITEA.2.

ITEA.17.
4.4.3 Network Address Translation

4.4.3.1 From IPv4 Private to Public Addresses K0417 HS-ETS1-2.
ITEA.2.

ITEA.17.
IT-NET 3 3.2 Describe what an IP address and subnet is 1.8.3 Given a scenario, implement and configure the 

appropriate addressing schema.
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4.4.3.2 Packet Tracer – Examine NAT on a Wireless 
Router

HS-ETS1-4.
ITEA.2.

ITEA.17.

IT-NET 3
CCR.ELA-

Literacy.RST.11-
12.9.

Section 4.5 Addressing with IPv6
 4.5.1 Are You Ready for Change?

4.5.1.1 What is IPv6 and Why Do We Need It? K0417 HS-ETS1-2.
ITEA.2.
ITEA.7.

ITEA.17.
IT-NET 3 3.2 Describe what an IP address and subnet is 1.8.1 Given a scenario, implement and configure the 

appropriate addressing schema.

4.5.1.2 IPv6 to the Rescue K0417 HS-ETS1-2.
ITEA.2.
ITEA.7.

ITEA.17.
IT-NET 3 3.2 Describe what an IP address and subnet is 1.8.1 Given a scenario, implement and configure the 

appropriate addressing schema.

4.5.1.3 Change is Coming HS-ETS1-2.
ITEA.2.
ITEA.7.

ITEA.17.
IT-NET 3

4.5.2 How is IPv6 Different?

4.5.2.1 Video - Comparing IPv4 and IPv6 
Addressing

K0417 HS-ETS1-2.
ITEA.2.

ITEA.17.

IT-NET 3
CCR.ELA-

Literacy.WHST.1
1-12.7.

4.5.2.2 IPv6 Differences K0417 HS-ETS1-2.
ITEA.2.

ITEA.17.
IT-NET 3 3.2 Describe what an IP address and subnet is 1.8.1 Given a scenario, implement and configure the 

appropriate addressing schema.

4.5.2.3 IPv6 Address Formatting K0417 HS-ETS1-2.
ITEA.2.

ITEA.17.
IT-NET 3 3.2 Describe what an IP address and subnet is 1.8.1 Given a scenario, implement and configure the 

appropriate addressing schema.

4.5.2.4 Activity - IPv6 Address Notation HS-ETS1-4.
ITEA.2.

ITEA.17.

IT-NET 3
CCR.ELA-

Literacy.RST.11-
12.4.

Section 4.6 Summary
4.6.1 Summary

4.6.1.1 Network Addressing K0300 IT-NET 3 3.2 Describe what an IP address and subnet is 1.8.1-3 Given a scenario, implement and configure the 
appropriate addressing schema.

Chapter 4: Terms and Concept Practice
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Networking Essentials - Chapter 5, Providing Network Services
Page NICE NGSS ITEA DODEA CCT Standard Network+ Standard
Section 5.0 Introduction
5.0.1 Welcome
5.0.1.1 Providing Network Services K0034 IT-NET 3
5.0.1.2 Objectives K0034 IT-NET 3
Section 5.1 How Clients and Servers Work 
Together
5.1.1 The Client Server Relationship

5.1.1.1 How do Clients and Servers Interact? HS-ETS1-3.
ITEA.2
ITEA.9.

ITEA.17.
IT-NET 3

3.10 Use the OSI and TCP/IP models and their 
associated protocols to explain how data flows in a 
network

1.6 Differentiate between common network topologies.

5.1.1.2 Requesting a Web Page T0601 HS-ETS1-3.
ITEA.2
ITEA.9.

ITEA.17.
IT-NET 3

3.10 Use the OSI and TCP/IP models and their 
associated protocols to explain how data flows in a 
network

1.2 Compare and contrast the use of networking services 
and applications.

5.1.1.3 Serving Up Web Pages T0601 HS-ETS1-3.
ITEA.2
ITEA.9.

ITEA.17.
IT-NET 3

3.10 Use the OSI and TCP/IP models and their 
associated protocols to explain how data flows in a 
network

1.2 Compare and contrast the use of networking services 
and applications.

5.1.2 TCP/IP Protocols for Internet Services K0332

5.1.2.1 Common Internet Services K0105 HS-ETS1-3.
ITEA.2
ITEA.9.

ITEA.17.
IT-NET 3

3.10 Use the OSI and TCP/IP models and their 
associated protocols to explain how data flows in a 
network

1.2 Compare and contrast the use of networking services 
and applications.

5.1.2.2 Activity - Match the Service to the Client 
Request

HS-ETS1-4.
ITEA.2
ITEA.9.

ITEA.17.

IT-NET 3
CCR.ELA-

Literacy.RST.11-
12.4.

5.1.2.3 Packet Tracer - The Client Interaction HS-ETS1-4.
ITEA.2
ITEA.9.

ITEA.17.

IT-NET 3
CCR.ELA-

Literacy.RST.11-
12.9.

Section 5.2 Internet Protocols at Work
5.2.1 The TCP/IP Protocol Suite K0034

5.2.1.1 Protocol Operations K0174 HS-ETS1-3.
ITEA.2
ITEA.9.

ITEA.17.
IT-NET 3

3.10 Use the OSI and TCP/IP models and their 
associated protocols to explain how data flows in a 
network

5.9 Compare and contrast the following ports and 
protocols.

5.2.1.2 TCP and UDP K0471 HS-ETS1-3.
ITEA.2
ITEA.9.

ITEA.17.
IT-NET 3

3.10 Use the OSI and TCP/IP models and their 
associated protocols to explain how data flows in a 
network

5.9 Compare and contrast the following ports and 
protocols.

5.2.1.3 Ensuring Reliable Delivery K0319 HS-ETS1-3.
ITEA.2
ITEA.9.

ITEA.17.
IT-NET 3

3.10 Use the OSI and TCP/IP models and their 
associated protocols to explain how data flows in a 
network

5.9 Compare and contrast the following ports and 
protocols.

5.2.1.4 No Acknowledgment Needed HS-ETS1-3.
ITEA.2
ITEA.9.

ITEA.17.
IT-NET 3

3.10 Use the OSI and TCP/IP models and their 
associated protocols to explain how data flows in a 
network

5.9 Compare and contrast the following ports and 
protocols.
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5.2.1.5 Activity - Choosing a Transport Protocol HS-ETS1-4.
ITEA.2
ITEA.9.

ITEA.17.

IT-NET 3
CCR.ELA-

Literacy.RST.11-
12.4.

5.2.2 Keeping Track of the Conversation S0068

5.2.2.1 Transport Layer Port Numbers S0068 HS-ETS1-3.
ITEA.2
ITEA.9.

ITEA.17.
IT-NET 3

3.10 Use the OSI and TCP/IP models and their 
associated protocols to explain how data flows in a 
network

5.9 Compare and contrast the following ports and 
protocols.

5.2.2.2 Destination and Source Port Numbers S0068 HS-ETS1-3.
ITEA.2
ITEA.9.

ITEA.17.
IT-NET 3

3.10 Use the OSI and TCP/IP models and their 
associated protocols to explain how data flows in a 
network

5.9 Compare and contrast the following ports and 
protocols.

5.2.2.3 Activity - Transport Layer Terminology S0068 HS-ETS1-4.
ITEA.2
ITEA.9.

ITEA.17.

IT-NET 3
CCR.ELA-

Literacy.RST.11-
12.4.

Section 5.3 Application Protocols and Services
5.3.1 Domain Name System K0452

5.3.1.1 Translating Domain Names to IP 
Addresses

K0452 HS-ETS1-3.
ITEA.2
ITEA.9.

ITEA.17.
IT-NET 3 3.2 Describe what an IP address and subnet is

1.3 Install and configure the following networking 
services/applications.

5.3.1.2 DNS Servers K0452 HS-ETS1-3.
ITEA.2
ITEA.9.

ITEA.17.
IT-NET 3

3.10 Use the OSI and TCP/IP models and their 
associated protocols to explain how data flows in a 
network

1.3 Install and configure the following networking 
services/applications.

5.3.1.3 Lab - Observing DNS Name Resolution HS-ETS1-4.
ITEA.2
ITEA.9.

ITEA.17.

IT-NET 3
CCR.ELA-

Literacy.RST.11-
12.3.

5.3.2 Web Clients and Servers K0398

5.3.2.1 HTTP and HTML K0398 HS-ETS1-3.
ITEA.2
ITEA.9.

ITEA.17.
IT-NET 3

3.10 Use the OSI and TCP/IP models and their 
associated protocols to explain how data flows in a 
network

5.9 Compare and contrast the following ports and 
protocols.

5.3.2.2 Packet Tracer - Observing Web Requests HS-ETS1-4.
ITEA.2
ITEA.9.

ITEA.17.

IT-NET 3
CCR.ELA-

Literacy.RST.11-
12.9.

5.3.3 FTP Clients and Servers K0452

5.3.3.1 Transferring Files T0345 HS-ETS1-3.
ITEA.2
ITEA.9.

ITEA.17.
IT-NET 3 3.4 Describe what FTP does

5.10 Given a scenario, configure and apply the
appropriate ports and protocols

5.3.3.2 FTP Client Software K0452 HS-ETS1-3.
ITEA.2
ITEA.9.

ITEA.17.
IT-NET 3 3.4 Describe what FTP does

5.10 Given a scenario, configure and apply the
appropriate ports and protocols

5.3.4 Virtual Terminals S0297

5.3.4.1 Using Telnet K0071 HS-ETS1-3.
ITEA.2
ITEA.9.

ITEA.17.
IT-NET 3 3.8 Describe what Telnet and SSH do

5.10 Given a scenario, configure and apply the
appropriate ports and protocols
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5.3.4.2 Security Issues with Telnet K0247 HS-ETS1-3.
ITEA.2
ITEA.9.

ITEA.17.
IT-NET 3 3.8 Describe what Telnet and SSH do

3.2 Compare and contrast common network 
vulnerabilities and threats.

5.3.5 Email and Messaging
K0447

5.3.5.1 Email Clients and Servers K0447 HS-ETS1-3.
ITEA.2
ITEA.9.

ITEA.17.
IT-NET 3

3.10 Use the OSI and TCP/IP models and their 
associated protocols to explain how data flows in a 
network

1.2 Compare and contrast the use of networking services 
and applications

5.3.5.2 Email Protocols K0447 HS-ETS1-3.
ITEA.2
ITEA.9.

ITEA.17.
IT-NET 3

3.10 Use the OSI and TCP/IP models and their 
associated protocols to explain how data flows in a 
network

5.9 Compare and contrast the following ports and 
protocols.

5.3.5.3 Instant Messaging K0447 HS-ETS1-3.
ITEA.2
ITEA.9.

ITEA.17.
IT-NET 3

3.10 Use the OSI and TCP/IP models and their 
associated protocols to explain how data flows in a 
network

1.2 Compare and contrast the use of networking services 
and applications

5.3.5.4 Internet Phone Calls K0114 HS-ETS1-3.
ITEA.2
ITEA.9.

ITEA.17.
IT-NET 3

4.8 Use a modem to connect to Cisco console port 
and phone line

1.2 Compare and contrast the use of networking services 
and applications

Section 5.4 Summary
5.4.1 Conclusion

5.3.1.1 Chapter 5: Providing Network Services K0034 IT-NET 3 3.0 General Networking Knowledge
1.2 Compare and contrast the use of networking services 
and applications

Chapter 5: Terms and Concept Practice
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Networking Essentials - Chapter 6, Building a Home Network
Page NICE NGSS ITEA DODEA CCT Standard Network+ Standard
Section 6.0 Introduction
6.0.1 Welcome
6.0.1.1 Introduction IT-NET 3
6.0.1.2 Objectives IT-NET 3
Section 6.1 What Does a Home Network look 
Like?
6.1.1 Home Network Basics K0114

6.1.1.1 Connecting Home Devices K0114 HS-ETS1-2.
ITEA.2
ITEA.9.

ITEA.17.
IT-NET 3

3.1 Describe in general terms the basic functionality and key 
differences for the following
hardware: LAN switch, router, modem, and wireless access 
points

2.7 Install and configure wireless LAN infrastructure and 
implement the appropriate technologies in support of 
wireless capable devices.

6.1.1.2 Components of a Home Network K0114 HS-ETS1-2.
ITEA.2
ITEA.9.

ITEA.17.
IT-NET 3 1.5 Identify and describe the commonly used components 

2.7 Install and configure wireless LAN infrastructure and 
implement the appropriate technologies in support of 
wireless capable devices.

6.1.1.3 Typical Home Network Routers K0114 HS-ETS1-2.
ITEA.2
ITEA.9.

ITEA.17.
IT-NET 3 1.5 Identify and describe the commonly used components 

2.7 Install and configure wireless LAN infrastructure and 
implement the appropriate technologies in support of 
wireless capable devices.

6.1.2 Network Technologies in the Home K0029

6.1.2.1 The Electromagnetic Spectrum
HS-PS3-5.
HS-PS4-3.

ITEA.2
ITEA.9.

ITEA.17.
IT-NET 3

3.3 Differentiate between these Layer 2 technologies: 
Ethernet, Fast Ethernet, Gigabit
Ethernet, Serial, ATM, ISDN, DSL, Optical, and etc.

1.11 Compare and contrast technologies that
support cloud and virtualization.

6.1.2.2 LAN Wireless Frequencies K0274 HS-PS4-3.
ITEA.2
ITEA.9.

ITEA.17.
IT-NET 3

3.1 Describe in general terms the basic functionality and key 
differences for the following
hardware: LAN switch, router, modem, and wireless access 
points

5.3 Given a scenario, deploy the appropriate wireless 
standard.

6.1.2.3 Wired Network Technologies T0807 HS-PS4-3.
ITEA.2
ITEA.9.

ITEA.17.
IT-NET 3

3.1 Describe in general terms the basic functionality and key 
differences for the following
hardware: LAN switch, router, modem, and wireless access 
points

5.4 Given a scenario, deploy the appropriate wired 
connectivity standard.

Section 6.2 How Does Wi-Fi Work?
6.2.1 Wireless Standards K0137

6.2.1.1 What is Wi-Fi? K0137 HS-PS4-3.
ITEA.2
ITEA.9.

ITEA.17.
IT-NET 3

3.3 Differentiate between these Layer 2 technologies: 
Ethernet, Fast Ethernet, Gigabit
Ethernet, Serial, ATM, ISDN, DSL, Optical, and etc.

2.7 Install and configure wireless LAN infrastructure and 
implement the appropriate technologies in support of 
wireless capable devices.

6.2.1.2 Wireless Settings K0108 HS-PS4-3.
ITEA.2
ITEA.9.

ITEA.17.
IT-NET 3

3.3 Differentiate between these Layer 2 technologies: 
Ethernet, Fast Ethernet, Gigabit
Ethernet, Serial, ATM, ISDN, DSL, Optical, and etc.

2.7 Install and configure wireless LAN infrastructure and 
implement the appropriate technologies in support of 
wireless capable devices.

6.2.2 Controlling Wireless Traffic K0108
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6.2.2.1 Wireless Channels K0108 HS-PS4-5.
ITEA.2
ITEA.9.

ITEA.17.
IT-NET 3

3.3 Differentiate between these Layer 2 technologies: 
Ethernet, Fast Ethernet, Gigabit
Ethernet, Serial, ATM, ISDN, DSL, Optical, and etc.

5.3 Given a scenario, deploy the appropriate wireless 
standard.

6.2.2.2 Managing Multiple Conversations T0807 HS-PS4-5.
ITEA.2
ITEA.9.

ITEA.17.
IT-NET 3

3.3 Differentiate between these Layer 2 technologies: 
Ethernet, Fast Ethernet, Gigabit
Ethernet, Serial, ATM, ISDN, DSL, Optical, and etc.

5.3 Given a scenario, deploy the appropriate wireless 
standard.

Section 6.3 Setting Up Your Wireless Network K0108
6.3.1 Accessing the Wireless Router K0108

6.3.1.1 First Time Setup HS-PS4-5.
ITEA.2
ITEA.9.

ITEA.17.
IT-NET 3

3.1 Describe in general terms the basic functionality and key 
differences for the following
hardware: LAN switch, router, modem, and wireless access 
points

2.3 Given a scenario, use appropriate resources to
support configuration management.

6.3.1.2 Asking the Right Questions HS-PS4-5.
ITEA.2
ITEA.9.

ITEA.17.
IT-NET 3

3.1 Describe in general terms the basic functionality and key 
differences for the following
hardware: LAN switch, router, modem, and wireless access 
points

2.3 Given a scenario, use appropriate resources to
support configuration management.

6.3.1.3 Who Can Use My Network? HS-PS4-5.
ITEA.2
ITEA.9.

ITEA.17.
IT-NET 3

3.3 Differentiate between these Layer 2 technologies: 
Ethernet, Fast Ethernet, Gigabit
Ethernet, Serial, ATM, ISDN, DSL, Optical, and etc.

2.3 Given a scenario, use appropriate resources to
support configuration management.

6.3.1.4 Lab – Configuring a Wireless Router and 
Client

HS-ETS1-4.
ITEA.2
ITEA.9.

ITEA.17.

IT-NET 3
CCR.ELA-

Literacy.RST.11-
12.3.

Section 6.4 Choosing ISP Services
6.4.1 Internet Service Providers T0251

6.4.1.1 What is an ISP? T0251 HS-PS4-2.
ITEA.2
ITEA.9.

ITEA.17.
IT-NET 3

3.1 Describe in general terms the basic functionality and key 
differences for the following
hardware: LAN switch, router, modem, and wireless access 
points

1.4 Explain the characteristics and benefits of various 
WAN technologies

6.4.1.2 How Do I Connect to the Internet? T0251 HS-PS4-2.
ITEA.2
ITEA.9.

ITEA.17.
IT-NET 3

3.1 Describe in general terms the basic functionality and key 
differences for the following
hardware: LAN switch, router, modem, and wireless access 
points

1.4 Explain the characteristics and benefits of various 
WAN technologies

6.4.2 ISP Connectivity Options T0807

6.4.2.1 Cable and DSL Connections T0807 HS-PS4-2.
ITEA.2
ITEA.9.

ITEA.17.
IT-NET 3

1.2 Identify the cabling on Cisco equipment 1.4 Explain the characteristics and benefits of various 
WAN technologies

6.4.2.2 Additional Connectivity Options T0807 HS-PS4-2.
ITEA.2
ITEA.9.

ITEA.17.
IT-NET 3

3.1 Describe in general terms the basic functionality and key 
differences for the following
hardware: LAN switch, router, modem, and wireless access 
points

1.4 Explain the characteristics and benefits of various 
WAN technologies
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6.4.2.3 Activity - ISP Connection Terms HS-ETS1-4.
ITEA.2
ITEA.9.

ITEA.17.

IT-NET 3
CCR.ELA-

Literacy.RST.11-
12.4.

3.1 Describe in general terms the basic functionality and key 
differences for the following
hardware: LAN switch, router, modem, and wireless access 
points

Section 6.5 Security Considerations in a Home 
Network
6.5.1 Is My Network Safe? T0161

6.5.1.1 Why Do Hackers Target Wireless LANs? T0161 HS-PS4-2.
ITEA.2
ITEA.9.

ITEA.17.
IT-NET 3

3.1 Describe in general terms the basic functionality and key 
differences for the following
hardware: LAN switch, router, modem, and wireless access 
points

3.3 Given a scenario, implement network hardening 
techniques.

6.5.1.2 Broadcasting the SSID T0161 HS-PS4-2.
ITEA.2
ITEA.9.

ITEA.17.
IT-NET 3

3.1 Describe in general terms the basic functionality and key 
differences for the following
hardware: LAN switch, router, modem, and wireless access points

3.3 Given a scenario, implement network hardening 
techniques.

6.5.1.3 Changing Default Settings T0161 HS-PS4-2.
ITEA.2
ITEA.9.

ITEA.17.
IT-NET 3

3.1 Describe in general terms the basic functionality and key 
differences for the following
hardware: LAN switch, router, modem, and wireless access points

3.3 Given a scenario, implement network hardening 
techniques.

6.5.1.4 Implementing MAC Filtering T0161 HS-PS4-2.
ITEA.2
ITEA.9.

ITEA.17.
IT-NET 3

3.1 Describe in general terms the basic functionality and key 
differences for the following
hardware: LAN switch, router, modem, and wireless access points

3.3 Given a scenario, implement network hardening 
techniques

6.5.2 Authenticating Users T0358

6.5.2.1 Securing User Authentication T0358 HS-PS4-2.
ITEA.2
ITEA.9.

ITEA.17.
IT-NET 3

3.11 Identify and correct common network problems at Layers 1 and 
2

3.3 Given a scenario, implement network hardening 
techniques

6.5.2.2 Can I Get In? T0358 HS-PS4-2.
ITEA.2
ITEA.9.

ITEA.17.
IT-NET 3

3.11 Identify and correct common network problems at Layers 1 and 
2

3.3 Given a scenario, implement network hardening 
techniques

6.5.3 Encrypting Data So It Cannot Be Read T0553

6.5.3.1 Encryption Techniques for Wireless T0553 HS-PS4-2.
ITEA.2
ITEA.9.

ITEA.17.
IT-NET 3

3.1 Describe in general terms the basic functionality and key 
differences for the following
hardware: LAN switch, router, modem, and wireless access points

3.3 Given a scenario, implement network hardening 
techniques

6.5.3.2 Packet Tracer – Configure Basic Wireless 
Security HS-ETS1-4.

ITEA.2
ITEA.9.

ITEA.17.

IT-NET 3
CCR.ELA-

Literacy.RST.11-
12.9.

3.1 Describe in general terms the basic functionality and key 
differences for the following
hardware: LAN switch, router, modem, and wireless access points

6.5.4 Security Planning T0905

6.5.4.1 A Comprehensive Security Plan T0905 HS-PS4-2.
ITEA.2
ITEA.9.

ITEA.17.
IT-NET 3

3.11 Identify and correct common network problems at Layers 1 and 
2 4.1 Given a scenario, implement the following network 

troubleshooting methodology

Section 6.6 Mobile Devices in the Network HS-PS4-2.
ITEA.2
ITEA.9.

ITEA.17.
IT-NET 3

3.11 Identify and correct common network problems at Layers 1 and 
2

6.6.1 Network Connectivity T0413

6.6.1.1 Mobile Devices and Wi-Fi T0413 HS-PS4-2.
ITEA.2
ITEA.9.

ITEA.17.
IT-NET 3

3.1 Describe in general terms the basic functionality and key 
differences for the following
hardware: LAN switch, router, modem, and wireless access points

1.8 Given a scenario, implement and configure the 
appropriate addressing schema
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6.6.1.2 Wi-Fi Settings T0413 HS-PS4-2.
ITEA.2
ITEA.9.

ITEA.17.
IT-NET 3

3.1 Describe in general terms the basic functionality and key 
differences for the following
hardware: LAN switch, router, modem, and wireless access points

1.8 Given a scenario, implement and configure the 
appropriate addressing schema

6.6.1.3 Manually Configuring Wi-Fi Settings T0413 HS-PS4-2.
ITEA.2
ITEA.9.

ITEA.17.
IT-NET 3

3.1 Describe in general terms the basic functionality and key 
differences for the following
hardware: LAN switch, router, modem, and wireless access points

1.3 Install and configure the following networking 
services/applications

6.6.2 Cellular Data and Bluetooth K0274

6.6.2.1 Configuring Data Settings K0274 HS-PS4-2.
ITEA.2
ITEA.9.

ITEA.17.
IT-NET 3

3.3 Differentiate between these Layer 2 technologies: Ethernet, Fast 
Ethernet, Gigabit
Ethernet, Serial, ATM, ISDN, DSL, Optical, and etc.

1.3 Install and configure the following networking 
services/applications

6.6.2.2 Simple Connectivity with Bluetooth K0274 HS-PS4-2.
ITEA.2
ITEA.9.

ITEA.17.
IT-NET 3

3.3 Differentiate between these Layer 2 technologies: Ethernet, Fast 
Ethernet, Gigabit
Ethernet, Serial, ATM, ISDN, DSL, Optical, and etc.

1.7 Differentiate between network infrastructure 
implementations

6.6.2.3 Bluetooth Pairing K0274 HS-PS4-2.
ITEA.2
ITEA.9.

ITEA.17.
IT-NET 3

3.3 Differentiate between these Layer 2 technologies: Ethernet, Fast 
Ethernet, Gigabit
Ethernet, Serial, ATM, ISDN, DSL, Optical, and etc.

1.7 Differentiate between network infrastructure 
implementations

6.6.2.4 Lab – Mobile Wi-Fi – Android and iOS HS-ETS1-4.
ITEA.2
ITEA.9.

ITEA.17.

IT-NET 3
CCR.ELA-

Literacy.RST.11-
12.3.

Section 6.7 Summary
6.7.1 Conclusion
6.7.1.1 Chapter 6: Building a Home Network IT-NET 3
Chapter 6: Terms and Concept Practice

Iris Kutch, Towson University April 2019 Page 18 of 27



Networking Essentials - Chapter 7, Network Security
Page NICE NGSS ITEA DODEA CCT Standard Network+ Standard
Section 7.0 Introduction
7.0.1 Introduction
7.0.1.1 Welcome IT-NET 3
7.0.1.2 Objectives IT-NET 3
Section 7.1 Am I at Risk? K0310
7.1.1 Hackers and Intruders K0310

7.1.1.1 What Do They Want? K0310 HS-PS4-2.
ITEA.2.
ITEA.4.

IT-NET 3

7.1.1.2 Activity - Security Threats K0310 HS-ETS1-4.
ITEA.2.
ITEA.4.

IT-NET 3
CCR.ELA-

Literacy.RST.11-
12.4.

3.2 Compare and contrast common network vulnerabilities and threats

7.1.1.3 Where Do They Come From? K0310 HS-PS4-2.
ITEA.2.
ITEA.4.

IT-NET 3 3.2 Compare and contrast common network vulnerabilities and threats

7.1.2 Social Engineering Attacks S0052

7.1.2.1 You Want My Password? S0052 HS-PS4-2.
ITEA.2.
ITEA.4.

IT-NET 3 3.2 Compare and contrast common network vulnerabilities and threats

7.1.2.2 Exploiting User’s Trust S0052 HS-PS4-2.
ITEA.2.
ITEA.4.

IT-NET 3 3.2 Compare and contrast common network vulnerabilities and threats

7.1.3 Virus, Worms and Trojan Horses K0480

7.1.3.1 When Software is the Problem K0480 HS-ETS1-1.
ITEA.2.
ITEA.4.

IT-NET 3 3.2 Compare and contrast common network vulnerabilities and threats

7.1.3.2 Malicious Programs K0480 HS-PS4-2.
ITEA.2.
ITEA.4.

IT-NET 3 3.2 Compare and contrast common network vulnerabilities and threats

7.1.3.3 Activity - Virus, Worm, or Trojan Horse HS-ETS1-4.
ITEA.2.
ITEA.4.

IT-NET 3
CCR.ELA-

Literacy.RST.11-
12.4.

Section 7.2 Methods of Attack K0161
7.2.1 Denial of Service and Brute Force Attacks K0161

7.2.1.1 Disrupting Network Services K0161 HS-ETS1-1.
ITEA.2.
ITEA.4.

IT-NET 3 3.2 Compare and contrast common network vulnerabilities and threats

7.2.1.2 Being Overwhelmed by Packets K0161 HS-ETS1-1.
ITEA.2.
ITEA.4.

IT-NET 3 3.2 Compare and contrast common network vulnerabilities and threats

7.2.2 Other Types of Malware K0191

7.2.2.1 Spyware is Watching You K0191 HS-ETS1-1.
ITEA.2.
ITEA.4.

IT-NET 3 3.2 Compare and contrast common network vulnerabilities and threats

7.2.2.2 Adware and Popups K0191 HS-ETS1-1.
ITEA.2.
ITEA.4.

IT-NET 3 3.2 Compare and contrast common network vulnerabilities and threats

7.2.2.3 Botnets and Zombies K0191 HS-ETS1-1.
ITEA.2.
ITEA.4.

IT-NET 3 3.2 Compare and contrast common network vulnerabilities and threats

7.2.2.4 Activity - Computer Threats HS-ETS1-4.
ITEA.2.
ITEA.4.

IT-NET 3
CCR.ELA-

Literacy.RST.11-
12.4.

Section 7.3 How Can I Protect My Network?
7.3.1 Security Tools S0040 HS-ETS1-1.
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7.3.1.1 Security Practices and Procedures S0040 HS-ETS1-1. ITEA.12. IT-NET 3 2.7 Identify a configuration file from a Cisco devic3.3 Given a scenario, implement network hardening techniques
7.3.1.2 Security Tools and Applications S0040 HS-ETS1-1. ITEA.12. IT-NET 3 2.7 Identify a configuration file from a Cisco devic3.3 Given a scenario, implement network hardening techniques

7.3.1.3 Patches and Updates T0194 HS-ETS1-1. ITEA.12. IT-NET 3 2.8 Perform software upgrade or downgrade usin           3.3 Given a scenario, implement network hardening techniques

7.3.2 Antivirus Software T0180
7.3.2.1 Detecting Infections T0180 HS-ETS1-1. ITEA.12. IT-NET 3 3.3 Given a scenario, implement network hardening techniques
7.3.2.2 Antivirus Software T0180 HS-ETS1-1. ITEA.12. IT-NET 3 2.8 Perform software upgrade or downgrade usin           3.3 Given a scenario, implement network hardening techniques
7.3.2.3 Antispam Software T0180 HS-ETS1-1. ITEA.12. IT-NET 3 2.8 Perform software upgrade or downgrade usin           3.3 Given a scenario, implement network hardening techniques
7.3.2.4 Additional Safeguards T0180 HS-ETS1-1. ITEA.12. IT-NET 3 2.7 Identify a configuration file from a Cisco devic3.3 Given a scenario, implement network hardening techniques
7.3.3 Removing Spyware S0076 HS-ETS1-1. ITEA.12. IT-NET 3 3.3 Given a scenario, implement network hardening techniques
7.3.3.1 Antispyware Software S0076 HS-ETS1-1. ITEA.12. IT-NET 3 2.8 Perform software upgrade or downgrade usin           3.3 Given a scenario, implement network hardening techniques

7.3.3.2 Activity - Identify the Purpose of Each 
Security Tool

S0076 HS-ETS1-4. ITEA.12.

IT-NET 3
CCR.ELA-

Literacy.RST.11-
12.4.

Section 7.4 How Do Firewalls Protect Networks?

7.4.1 Firewall Basics K0202

7.4.1.1 What is a Firewall? K0202 HS-PS4-5. ITEA.12. IT-NET 3 3.5 Given a scenario, install and configure a basic firewall

7.4.1.2 Permit or Deny? K0561 HS-PS4-5. ITEA.12. IT-NET 3 2.7 Identify a configuration file from a Cisco devic3.5 Given a scenario, install and configure a basic firewall
7.4.1.3 Allowing in Some Friends K0561 HS-PS4-5. ITEA.12. IT-NET 3 2.7 Identify a configuration file from a Cisco devic3.5 Given a scenario, install and configure a basic firewall

7.4.2 Configuring Firewalls
K0202 3.5 Given a scenario, install and configure a basic firewall

7.4.2.1 Port Forwarding S0170 HS-PS4-5. ITEA.12. IT-NET 3 2.7 Identify a configuration file from a Cisco devic3.5 Given a scenario, install and configure a basic firewall
7.4.2.2 Port Triggering S0170 HS-PS4-5. ITEA.12. IT-NET 3 2.7 Identify a configuration file from a Cisco devic3.5 Given a scenario, install and configure a basic firewall

7.4.2.3 Lab – Configure Firewall Settings S0170 HS-ETS1-4. ITEA.12.

IT-NET 3
CCR.ELA-

Literacy.RST.11-
12.3.

Section 7.5 Chapter Summary
7.5.1 Conclusion
7.5.1.1 Network Security
Chapter 7: Terms and Concept Practice
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Networking Essentials - Chapter 8, Configuring Cisco Devices
Page NICE NGSS ITEA DODEA CCT Standard Network+ Standard
Section 8.0 Introduction
8.0.1 Welcome T0035
8.0.1.1 Configuring Cisco Devices T0035 HS-PS4-5. ITEA.17. IT-NET 3
8.0.1.2 Objectives T0035 IT-NET 3
Section 8.1 Cisco LAN Devices
8.1.1 LAN Switches and Wireless Devices

8.1.1.1 Connecting More Devices T0184 HS-PS4-5.
ITEA.11.
ITEA.17.

IT-NET 3

8.1.1.2 Cisco LAN Switches T0184 HS-PS4-5.
ITEA.11.
ITEA.17.

IT-NET 3

1.1 Identify the interfaces on Cisco equipment including 
the Cisco Catalyst 6500, 4500,
3560, 3750 and 2975 and 2960 series switches and Cisco 
2800, 2900, 3800, 3900, 7200,
7300, 7600 series integrated service routers

1.1 Explain the functions and applications of various 
network devices.

8.1.1.3 Components of a LAN Switch T0184 HS-PS4-5.
ITEA.11.
ITEA.17.

IT-NET 3
1.5 Identify and describe the commonly used 
components 

1.1 Explain the functions and applications of various 
network devices.

8.1.2 Connecting to the Switch K0011

8.1.2.1 Powering Up K0011 HS-PS4-5.
ITEA.11.
ITEA.17.

IT-NET 3

1.1 Identify the interfaces on Cisco equipment including 
the Cisco Catalyst 6500, 4500, 3560, 3750 and 2975 and 
2960 series switches and Cisco 2800, 2900, 3800, 3900, 
7200, 7300, 7600 series integrated service routers

8.1.2.2 Device Management K0011 HS-PS4-5.
ITEA.11.
ITEA.17.

IT-NET 3 4.8 Use a modem to connect to Cisco console port and 
phone line

2.6 Given a scenario, configure a switch using proper features.

8.1.2.3 Loading the IOS Start-Up Files K0011 HS-PS4-5.
ITEA.11.
ITEA.17.

IT-NET 3 1.6 Describe the hardware memory common terms and 
use in Cisco routers and switches

2.6 Given a scenario, configure a switch using proper features.

8.1.2.4 Packet Tracer – Connect to a Switch via 
the Console Port

HS-ETS1-4.
ITEA.11.
ITEA.17.

IT-NET 3
CCR.ELA-

Literacy.RST.1
1-12.9.

Section 8.2 Internetworking Devices
8.2.1 Cisco Router S0041

8.2.1.1 Components of a Router S0041 HS-PS4-5.
ITEA.11.
ITEA.17.

IT-NET 3 1.6 Describe the hardware memory common terms and 
use in Cisco routers and switches

1.1 Explain the functions and applications of various 
network devices.

8.2.1.2 Router Interface Ports S0041 HS-PS4-5.
ITEA.11.
ITEA.17.

IT-NET 3 1.5 Identify and describe the commonly used components 1.1 Explain the functions and applications of various 
network devices.

8.2.2 Setting Up the Router S0041

8.2.2.1 Getting Started S0041 HS-PS4-5.
ITEA.11.
ITEA.17.

IT-NET 3

8.2.2.2 Connecting to the Router S0041 HS-PS4-5.
ITEA.11.
ITEA.17.

IT-NET 3 4.2 Locate and use Terminal Emulation 1.1 Explain the functions and applications of various 
network devices.

8.2.2.3 Activity - Identify Router Components HS-ETS1-4.
ITEA.11.
ITEA.17.

IT-NET 3
CCR.ELA-

Literacy.RST.1
1-12.4.
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8.2.2.4 Video - The Cisco Router Boot Process HS-PS4-5.
ITEA.11.
ITEA.17.

IT-NET 3
CCR.ELA-

Literacy.RST.1
1-12.7.

8.2.2.5 Activity - The Router Boot Process HS-ETS1-4.
ITEA.11.
ITEA.17.

IT-NET 3
CCR.ELA-

Literacy.RST.1
1-12.4.

8.2.2.6 Lab - Establish a Console Session with 
Tera Term

HS-ETS1-4.
ITEA.11.
ITEA.17.

IT-NET 3
CCR.ELA-

Literacy.RST.1
1-12.3.

Section 8.3 Exploring the Cisco IOS
8.3.1 Navigate the IOS S0267
8.3.1.1 What is the Cisco IOS Command Line 
Interface?

S0267 HS-PS4-5.
ITEA.11.
ITEA.17.

IT-NET 3 2.5 Know how to use and interpret the basic Cisco IOS 
Software commands

1.1 Explain the functions and applications of various 
network devices.

8.3.1.2 Video - Establish a Console Connection HS-PS4-5.
ITEA.11.
ITEA.17.

IT-NET 3
CCR.ELA-

Literacy.RST.1
1-12.7.

8.3.1.3 Primary Command Modes S0267 HS-PS4-5.
ITEA.11.
ITEA.17.

IT-NET 3 2.1 Describe the different operating modes for Cisco 
CatOS/IOS Software

1.1 Explain the functions and applications of various 
network devices.

8.3.1.4 Video - Navigate Between IOS Modes HS-PS4-5.
ITEA.11.
ITEA.17.

IT-NET 3
CCR.ELA-

Literacy.RST.1
1-12.7.

8.3.2 The Command Structure S0019

8.3.2.1 Basic IOS Command Structure S0019 HS-PS4-5.
ITEA.11.
ITEA.17.

IT-NET 3 2.1 Describe the different operating modes for Cisco 
CatOS/IOS Software

8.3.2.2 IOS Command Syntax S0019 HS-PS4-5.
ITEA.11.
ITEA.17.

IT-NET 3 2.1 Describe the different operating modes for Cisco 
CatOS/IOS Software

8.3.2.3 Video - IOS Help Features HS-PS4-5.
ITEA.11.
ITEA.17.

IT-NET 3
CCR.ELA-

Literacy.RST.1
1-12.7.

8.3.2.4 Hotkeys and Shortcuts S0019 HS-PS4-5.
ITEA.11.
ITEA.17.

IT-NET 3 2.5 Know how to use and interpret the basic Cisco IOS 
Software commands

1.1 Explain the functions and applications of various 
network devices.

8.3.2.5 Packet Tracer – Navigating the IOS HS-ETS1-4.
ITEA.11.
ITEA.17.

IT-NET 3
CCR.ELA-

Literacy.RST.1
1-12.9.

Section 8.4 Using Show Commands
8.4.1 Viewing Device Information S0267

8.4.1.1 What are “Show Commands”? S0267 HS-PS4-5.
ITEA.11.
ITEA.17.

IT-NET 3 2.5 Know how to use and interpret the basic Cisco IOS 
Software commands

1.1 Explain the functions and applications of various 
network devices.

8.4.1.2 Tell Me About Yourself S0267 HS-PS4-5.
ITEA.11.
ITEA.17.

IT-NET 3 2.5 Know how to use and interpret the basic Cisco IOS 
Software commands

1.1 Explain the functions and applications of various 
network devices.
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8.4.1.3 Packet Tracer – Navigating the IOS HS-ETS1-4.
ITEA.11.
ITEA.17.

IT-NET 3
CCR.ELA-

Literacy.RST.1
1-12.9.

Section 8.5 Configuring a Cisco Network
8.5.1 Basic Switch Configuration K0011

8.5.1.1 Basic Switch Configuration Steps K0011 HS-PS4-5.
ITEA.11.
ITEA.17.

IT-NET 3 2.5 Know how to use and interpret the basic Cisco IOS 
Software commands

2.6 Given a scenario, configure a switch using proper 
features.

8.5.1.2 Syntax Checker - Why does a Switch 
Need an IP Address?

HS-ETS1-4.
ITEA.11.
ITEA.17.

IT-NET 3
CCR.ELA-

Literacy.RST.1
1-12.9.

8.5.1.3 Packet Tracer – Implementing Basic 
Connectivity

HS-ETS1-4.
ITEA.11.
ITEA.17.

CCR.ELA-
Literacy.RST.1

1-12.9.

8.5.2 Basic Router Configuration K0011

8.5.2.1 Syntax Checker - Basic Router 
Configuration Steps

HS-ETS1-4.
ITEA.11.
ITEA.17.

CCR.ELA-
Literacy.RST.1

1-12.9.

8.5.2.2 Syntax Checker - Configure Router 
Interfaces

HS-ETS1-4.
ITEA.11.
ITEA.17.

CCR.ELA-
Literacy.RST.1

1-12.9.

8.5.2.3 Verify Interface Configuration K0247 HS-PS4-5.
ITEA.11.
ITEA.17.

IT-NET 3 2.7 Identify a configuration file from a Cisco device

8.5.2.4 Packet Tracer – Configure Initial Router 
Settings

HS-ETS1-4.
ITEA.11.
ITEA.17.

IT-NET 3
CCR.ELA-

Literacy.RST.1
1-12.9.

8.5.3 Securing the Devices

8.5.3.1 Password Recommendations S0121 HS-PS4-5.
ITEA.11.
ITEA.17.

IT-NET 3 2.5 Know how to use and interpret the basic Cisco IOS 
Software commands

3.3 Given a scenario, implement network hardening 
techniques.

8.5.3.2 Securing Remote Access K0247 HS-PS4-5.
ITEA.11.
ITEA.17.

IT-NET 3 2.5 Know how to use and interpret the basic Cisco IOS 
Software commands

3.3 Given a scenario, implement network hardening 
techniques.

8.5.3.3 Syntax Checker - Configuring SSH HS-ETS1-4.
ITEA.11.
ITEA.17.

IT-NET 3
CCR.ELA-

Literacy.RST.1
1-12.9.

8.5.3.4 Verifying SSH K0247 HS-PS4-5.
ITEA.11.
ITEA.17.

IT-NET 3 3.8 Describe what Telnet and SSH do 3.3 Given a scenario, implement network hardening 
techniques.

8.5.3.5 Packet Tracer - Configuring SSH HS-PS4-5.
ITEA.11.
ITEA.17.

IT-NET 3
CCR.ELA-

Literacy.RST.1
1-12.9.

8.5.4 Connecting the Switch to the Router

8.5.4.1 Default Gateway for a Host K0011 HS-PS4-5.
ITEA.11.
ITEA.17.

IT-NET 3 3.2 Describe what an IP address and subnet is 1.8 Given a scenario, implement and configure the
appropriate addressing schema.
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8.5.4.2 Syntax Checker - Default Gateway for a 
Switch

HS-ETS1-4.
ITEA.11.
ITEA.17.

IT-NET 3
CCR.ELA-

Literacy.RST.1
1-12.9.

8.5.4.3 Lab - Build a Switch and Router Network HS-PS4-5.
ITEA.11.
ITEA.17.

IT-NET 3
CCR.ELA-

Literacy.RST.1
1-12.3.

Section 8.6 Summary
8.6.1 Conclusion
8.6.1.1 Configuring Cisco Devices K0011 IT-NET 3
Chapter 8: Terms and Concept Practice
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 Networking Essentials - Chapter 9, Testing and Troubleshooting
Page NICE NGSS ITEA DODEA CCT Standard Network+ Standard
Section 9.0 Introduction
9.0.1 Welcome

9.0.1.1 Testing and Troubleshooting S0041 ITEA.10. IT-NET 5.9 3.11 Identify and correct common network problems at 
Layers 1 and 2

4.1 Given a scenario, implement the following
network troubleshooting methodology

9.0.1.2 Objectives S0041 ITEA.10. IT-NET 5.9
3.11 Identify and correct common network problems at 
Layers 1 and 2

Section 9.1 What to Do When It Does not Work
9.1.1 The Troubleshooting Process

9.1.1.1 What is Network Troubleshooting? S0041 HS-ETS1-1. ITEA.10. IT-NET 5.9
3.10 Use the OSI and TCP/IP models and their 
associated protocols to explain how data flows in a 
network

4.2 Given a scenario, analyze and interpret the
output of troubleshooting tools.

9.1.1.2 Gathering Information S0041 HS-ETS1-1. ITEA.10. IT-NET 5.9 3.11 Identify and correct common network problems at 
Layers 1 and 2

4.1 Given a scenario, implement the following
network troubleshooting methodology

9.2.1 Approaches to Troubleshooting

9.1.2.1 We Have Identified a Problem S0041 HS-ETS1-1. ITEA.10. IT-NET 5.9 3.11 Identify and correct common network problems at 
Layers 1 and 2

4.1 Given a scenario, implement the following
network troubleshooting methodology

9.1.2.2 Other Good Approaches S0041 HS-ETS1-1. ITEA.10. IT-NET 5.9
3.3 Differentiate between these Layer 2 technologies: 
Ethernet, Fast Ethernet, Gigabit Ethernet, Serial, ATM, 
ISDN, DSL, Optical, and etc.

4.1 Given a scenario, implement the following
network troubleshooting methodology

9.1.2.3 Activity - Select a Troubleshooting 
Approach

HS-ETS1-4. ITEA.10.
IT-NET 5.9
CCR.ELA-

Literacy.RST.11-12.4.

Section 9.2 Troubleshooting Issues in Networks

9.2.1 Detecting Physical Layer Problems
5.1 Analyze a scenario and determine the corresponding 
OSI layer.

9.2.1.1 Using Your Senses S0041 HS-ETS1-1. ITEA.10. IT-NET 5.9

9.2.1.2 Using Software Tools and Utilities S0041 HS-ETS1-1. ITEA.10. IT-NET 5.9 3.8 Describe what Telnet and SSH do
4.2 Given a scenario, analyze and interpret the
output of troubleshooting tools.

9.2.2 Troubleshooting Utilities
4.1 Given a scenario, implement the following
network troubleshooting methodology.

9.2.2.1 Getting IP Information from Windows 
Devices

K0318 HS-ETS1-1. ITEA.10. IT-NET 5.9 4.3 Locate and use the Window command prompt
1.8 Given a scenario, implement and configure the
appropriate addressing schema.

9.2.2.2 Packet Tracer – Using the ipconfig 
Command

HS-ETS1-4. ITEA.10.
IT-NET 5.9
CCR.ELA-

Literacy.RST.11-12.9.

9.2.3 Testing Network Connectivity

9.2.3.1 Using the ping Command K0318 HS-ETS1-1. ITEA.10. IT-NET 5.9 3.9 Describe what ping does
4.2 Given a scenario, analyze and interpret the
output of troubleshooting tools.

9.2.3.2 What do the ping Results Tell Us? K0318 HS-ETS1-1. ITEA.10. IT-NET 5.9 3.9 Describe what ping does
4.2 Given a scenario, analyze and interpret the
output of troubleshooting tools.

9.2.3.3 Packet Tracer – Using the ping Command HS-ETS1-4. ITEA.10.
IT-NET 5.9
CCR.ELA-

Literacy.RST.11-12.9.
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9.2.4 Other Useful IP Utilities
1.8 Given a scenario, implement and configure the
appropriate addressing schema.

9.2.4.1 Can I Get to My Destination? T0081 HS-ETS1-1. ITEA.10. IT-NET 5.9
3.10 Use the OSI and TCP/IP models and their 
associated protocols to explain how data flows in a 
network

4.2 Given a scenario, analyze and interpret the
output of troubleshooting tools.

9.2.4.2 Identifying Active Connections T0081 HS-ETS1-1. ITEA.10. IT-NET 5.9 4.3 Locate and use the Window command prompt
4.2 Given a scenario, analyze and interpret the
output of troubleshooting tools.

9.2.4.3 Troubleshooting DNS K0452 HS-ETS1-1. ITEA.10. IT-NET 5.9 4.6 Connect, configure, and verify operation status of a de  
4.6 Given a scenario, troubleshoot and resolve common 
network issues.

9.2.4.4 Lab – Troubleshooting Using Network 
Utilities

HS-ETS1-4. ITEA.10.
IT-NET 5.9
CCR.ELA-

Literacy.RST.11-12.3.

Section 9.3 Identifying and Fixing Common 
Problems

9.3.1 Connectivity Issues
4.6 Given a scenario, troubleshoot and resolve common 
network issues.

9.3.1.1 Divide and Conquer T0081 HS-ETS1-1. ITEA.10. IT-NET 5.9 3.11 Identify and correct common network problems at 
Layers 1 and 2

4.1 Given a scenario, implement the following
network troubleshooting methodology

9.3.1.2 Bottom Up T0081 HS-ETS1-1. ITEA.10. IT-NET 5.9 4.13 Use the hardware tools needed for repair
4.1 Given a scenario, implement the following
network troubleshooting methodology

9.3.2 How to Solve Common Issues

9.3.2.1 Cabling Problems S0041 HS-ETS1-1. ITEA.10. IT-NET 5.9
4.7 Make a physical Ethernet connection from laptop to 
Cisco device Ethernet port using
correct cable

4.4 Given a scenario, troubleshoot and resolve common 
copper cable issues.

9.3.2.2 Lab – Troubleshooting Physical 
Connectivity

HS-ETS1-4. ITEA.10.
IT-NET 5.9
CCR.ELA-

Literacy.RST.11-12.3.

9.3.3 Troubleshooting Wireless

3.1 Describe in general terms the basic functionality and 
key differences for the following
hardware: LAN switch, router, modem, and wireless 
access points

4.3 Given a scenario, troubleshoot and resolve common 
wireless issues

9.3.3.1 Causes of Wireless Issues S0041 HS-ETS1-1. ITEA.10. IT-NET 5.9

3.1 Describe in general terms the basic functionality and 
key differences for the following
hardware: LAN switch, router, modem, and wireless 
access points

4.3 Given a scenario, troubleshoot and resolve common 
wireless issues

9.3.3.2 Authentication and Association Errors K0452 HS-ETS1-1. ITEA.10. IT-NET 5.9
4.7 Given a scenario, troubleshoot and resolve common 
security issues

9.3.3.3 Packet Tracer – Troubleshooting a Wireless 
Connection

HS-ETS1-4. ITEA.10.
IT-NET 5.9
CCR.ELA-

Literacy.RST.11-12.9.

9.3.4 DHCP and IP Address Issues
4.6 Given a scenario, troubleshoot and resolve common 
network issues

9.3.4.1 DHCP Server Configuration Errors K0452 HS-ETS1-1. ITEA.10. IT-NET 5.9
4.6 Connect, configure, and verify operation status of a 
device interface

4.6 Given a scenario, troubleshoot and resolve common 
network issues
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9.3.4.2 Why Can't We Get to the Internet? T0081 HS-ETS1-1. ITEA.10. IT-NET 5.9
4.8 Given a scenario, troubleshoot and resolve common 
WAN issues.

9.3.4.3 Could it be the Firewall? K0452 HS-ETS1-1. ITEA.10. IT-NET 5.9
4.7 Given a scenario, troubleshoot and resolve common 
security issues

9.3.4.4 Activity - The Troubleshooting Process HS-ETS1-4. ITEA.10.
IT-NET 5.9
CCR.ELA-

Literacy.RST.11-12.4.

Section 9.4 Working with Customer Support
9.4.1 Using Outside Source for Help

9.4.1.1 Where Can I Get Help? K0613 HS-ETS1-1. ITEA.10. IT-NET 5.9 3.11 Identify and correct common network problems at La    
2.3 Given a scenario, use appropriate resources to
support configuration management.

9.4.1.2 When to Call for Help K0613 HS-ETS1-1. ITEA.10. IT-NET 5.9 3.11 Identify and correct common network problems at La    
2.3 Given a scenario, use appropriate resources to
support configuration management.

9.4.1.3 Using the Support Desk K0613 HS-ETS1-1. ITEA.10. IT-NET 5.9 3.11 Identify and correct common network problems at La    
2.3 Given a scenario, use appropriate resources to
support configuration management.

9.4.2 Keeping Good Records

9.4.2.1 Resolving the Issue K0613 HS-ETS1-1. ITEA.10. IT-NET 5.9 3.11 Identify and correct common network problems at La    
2.3 Given a scenario, use appropriate resources to
support configuration management.

9.4.2.2 Support Desk Tickets and Work Orders K0613 HS-ETS1-1. ITEA.10. IT-NET 5.9 3.11 Identify and correct common network problems at La    
2.3 Given a scenario, use appropriate resources to
support configuration management.

Section 9.5 Summary

9.5.1 Summary
 3.11 Identify and correct common network problems at 
Layers 1 and 2

9.5.1.1 Testing and Troubleshooting S0151 IT-NET 5.9
3.11 Identify and correct common network problems at 
Layers 1 and 2

2.3 Given a scenario, use appropriate resources to
support configuration management.

9.51.2 Packet Tracer - Putting It All Together HS-ETS1-4.
IT-NET 5.9
CCR.ELA-

Literacy.RST.11-12.9.

Chapter 9: Terms and Concept Practice
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